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ECOMMERCE WHITE PAPER

Creating an Ecosystem of Trust
Through Digital Identity Scoring
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1  UK Finance – Fraud the Facts 2019 
2  Sales Cycle – The Remarketing report, Q1 2018

Revenue or fraud: No longer an ‘either-or’ 

The seemingly unstoppable ascent of online shopping is accompanied by a corresponding 
rise in card-not-present fraud. 

The numbers are too compelling to ignore: 
merchants must act now to protect consumers 
online by verifying at the time of online 
purchase that the customer is indeed genuine 
and not a fraudster. However, any customer 
verification technique brings with it the 
potential for creating friction in the purchase 
cycle. With basket abandonment already 
estimated at an alarming 75.6%2, merchants  

are understandably reluctant to introduce any 
extra steps during purchase that might increase 
the chance of consumers leaving without 
checking out. 

The two goals of revenue acceleration and 
fraud protection appear at odds with each 
other, putting eCommerce merchants in a 
difficult position. 

In the UK alone, 
£393.4 million of 
eCommerce fraud 
took place on cards in 
2018, a 27% increase 
compared to 2017.1 

Today the eCommerce sector is spending millions of dollars protecting itself from 
fraudsters, often using outmoded techniques that do not match up with a fast-paced, 
constantly-evolving fraud industry. As a result, the industry is perpetually playing catch-up.

With bottom lines already under pressure and new regulatory imperatives causing even 
more, it is now time for eCommerce merchants to invest in intelligent Digital Identity 
solutions. They need to safeguard their platforms from attacks without unnecessarily 
increasing friction in the purchase process and deterring genuine customers.

£393.4
million

27%
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Fraud is ever-evolving and growing

Fraud is not a sitting target. It is a fast-moving, international, multi-billion-dollar industry. 
Barely a day passes without criminals making new, hitherto unknown fraud attempts 
somewhere in the world, so merchants need to be vigilant about all their online 
transactions. 

Card-not-present 
fraud totalled £506.4 

million in 20183, a 24% 
increase from 2017

That’s 2,050,275 
fraudulent transactions, 
marking a 47% increase 

on 2017

Of this, it is estimated 
that online fraud 

against UK retailers 
totalled £265.1m, 

a 29% uplift 

3  UK Finance – Fraud the Facts 2019 

Password

* * * * * * * *

Biometrics

3D Secure
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Some of the most common types of 
eCommerce fraud include:

Identity fraud

Fraudsters use personal details to make them seem like a real 
customer. Accounts for 71% of attacks1

Card-not-present 
fraud

Occurs when a fraudster does not physically present the payment 
card to the merchant during a fraudulent transaction

Account takeover 
fraud

Involves a criminal gaining unauthorised access to a user’s account 
and using it for personal gain. Tripled in 20184

Clean fraud

Attackers harvest card details and use them to make purchases. 
Difficult to identify and one of the fastest growing types of fraud5

Spoofing

An attacker pretends to be something or someone they are not. 
30,000 spoofing attacks a day6

Social engineering 
attacks

Scams that exploit a person’s trust to gain money, card details or 
personal information. Increasing due to the prevalence of social 
media

Phishing

Increasingly sophisticated targeted communication to extract 
card details. From 2017 to 2018, a 297% rise in the number of fake 
websites “phishing” for customer credentials7

Synthetic ID fraud

A cyber-criminal uses a mixture of genuine and fabricated data to 
circumvent fraud tools
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• Negative impact on customer goodwill

•  Declines in customer loyalty and 
potential revenues

•  Drain on customer services and  
legal resource

• Impact on brand reputation

• Regulatory implications and fines

•  Cost of fraud processing and associated 
chargebacks

•  Incentivisation of fraudsters to increase or 
intensify their criminal activities

• Sales and operational losses

•  Negative impact on industry perception on 
retailer attempts to proactively manage fraud

• Second Payment Services Directive

•  Increased customer rights in areas 
including complaints handling, new rules 
on surcharging and currency conversion

•  Requires stronger identity checks for 
online transactions 

•  Penalties for eCommerce merchants 
with high levels of fraud

•  Merchants who are able to minimise 
fraud can gain exemptions

The holistic cost of fraud is far greater than just 
lost revenues

The nature and sophistication of online fraud and the resources required to tackle each type 
individually, have created a ‘write it off’ culture, where it is seen as easier to simply write-off fraud 
losses than risk creating an obstacle at checkout stage. However, this approach is short-sighted 
and does not take into account the holistic cost of fraud, which is far greater than just fraud 
losses, and includes:

Today, merchants are also faced with the prospect of new regulatory penalties associated with 
fraud loss to turnover ratios and with the introduction of the second Payment Services Directive 
in the EU (PSD2). 

PSD2
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Trust in the customer is essential for 
the eCommerce ecosystem to operate 
smoothly. Customers must be able to trust 
that merchants are keeping them and their 
payment credentials safe from fraud, and 
merchants need to find a way to be able 
to trust their customers without subjecting 
them to excessive, rigorous and disruptive 
checks or increased friction. 

All consumers use ubiquitous online 
identifiers across most of their online 
activities, whether using a computer, 
laptop, tablet or a mobile device. The most 
common and the only globally unique of 
these identifiers is the email address, with 
91% of users having the same email address 
for the last 3 years, and 51% having it for 
more than 10 years8. By using the email 
address for verification – a necessity for most 
eCommerce sites – merchants can tap into 
a vast source of privacy-compliant data for 
digital identity purposes.

There are two factors that can make the 
email address a powerful weapon in the 
fight against fraud without creating friction.

1.   While the criminals behind fraud are often 
elusive and difficult to track down, the 
eCommerce community has strength in 
numbers. Legitimate consumers often use 
the same email address across a number 
of accounts. To prevail against fraud, 
merchants need to work together to share 
anonymised information on fraud and email 
addresses associated with fraudulent and 
successful transactions, in compliance with 
all privacy regulations such as GDPR and 
PECR, creating a powerful pool of collated 
crowd data, applying it to protect all.

2.   Legitimate email addresses follow certain 
patterns of online behaviour, which are 
disrupted when they are hijacked or 
used fraudulently. When transactions 
are monitored at the aggregate level by 
a solution that incorporates machine 
learning, it creates a customer verification 
method that is seamless, minimises friction, 
and is constantly refreshed and updated to 
incorporate the latest fraud types as they 
emerge. As these solutions track behaviour 
patterns at device level, they do not disrupt 
consumers’ privacy.

8  DMA Insight: Consumer Email Tracking Study, 17th May 2019 

The email address 
can help merchants 
promote trust in order 
to prevent fraud
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The Emailage solution

The Emailage solution protects consumers and eCommerce platforms from fraud 
by using the power of the email address. Most genuine consumers use the same 
email address for most of their online activities, not changing them for many years. 
Emailage combines decades of fraud prevention expertise with advanced machine 
learning and uses online behavioural patterns to generate Digital Identity scores, 
allowing for frictionless and reliable, real-time fraud protection, by detecting 
patterns associated with the email address. 

Its proprietary patent-protected platform uses email address as the unique identifier 
to deliver a highly accurate Digital Identity Score that is highly predictive of good or 
bad behaviour.  

As fraud is not static, merchants cannot afford their fraud prevention to be. It is 
renewable and self-enriching, using machine learning, alongside manual review, it 
harnesses the power of the crowd to create a trusted ecosystem. Merchants can 
use their own data and take advantage of data from other platforms to create a 
single cutting-edge knowledge hub for fraud prevention. 

By delivering a Digital Identity Score using the email address, it reduces the need for 
transaction-based verification, not only minimising disruption in the buying process, 
but also tackling fraud at a stage where it can be addressed and prevented. 

Machine learning is essential for accurate 
Digital Identity Scoring

Fraud attacks are constantly evolving and mutating and static verification methods are both 
inconvenient and ineffective. Any effective fraud prevention technique must come with the 
built-in ability to scan a huge number of transactions on an ongoing basis, automatically learn 
about new fraud patterns, and protect against them. This is where machine learning comes 
into the equation.  

While there are many definitions of machine learning, it is, in essence, adaptive software that 
changes its own behaviour as it collects more data. It learns based on patterns and then applies 
these learnings to the task at hand, just like a human does. The difference is that while humans 
can only consider a limited number of variables or use mass simplification, software that uses 
machine learning can take into account a huge number of variables to increase sophistication 
and effectiveness. 

However, machine learning in isolation has limited effectiveness as it cannot distinguish between 
trivial and non-trivial links. In a fraud prevention context, a machine learning algorithm when 
combined with real-life fraud expertise, is essential to deliver high levels of accuracy in fraud 
prevention, keeping false positives to a minimum while filtering out fraud. 



Emailage eCommerce White paper  |  7

The Emailage solution not only works to accurately identify customers and prevent fraud but 
offers additional benefits for merchants. Those that are able to demonstrate they are keeping 
their fraud levels low by investing in fraud prevention measures can request exemptions from 
Strong Customer Authentication.

If following a Transaction Risk Analysis (TRA) fraud is below the pre-defined Exemption 
Threshold Values (ETV), merchants will be in a better position to request exemptions from 
their payments processor to minimise checks, reducing friction for the consumer during 
the check-out process. The Emailage solution’s pre-emptive and proactive approach 
allows merchants to reduce their risk profile and take advantage of these exemptions to 
create a better user experience for their customers. 

Exemption Threshold Values

0.13% for transactions 
up to €100

0.06% for transactions 
up to €250

0.01% for transactions 
up to €500

• 30 input fields can be checked, providing back 120+ output fields and creating a 
comprehensive customer profile 

•  More than 3 million checks per day enhancing the network

•  Models refreshed weekly to ensure up-to-date accuracy

•  Proactive prevention as customer can identify fraudulent trends before they hit 

•  Covering more than 150 countries worldwide

• Currently serving 700+ Emailage clients

• Easy to deploy and manage via APIs 

•  Operated in full compliance with GDPR

3 million



 Conclusion

The challenge eCommerce merchants 
face stems from consumers demanding a 
frictionless checkout, whereas regulators 
demand a more stringent identity check such 
as Strong Customer Authentication (SCA) 
including EMV 3DS2 with the implementation 
of PSD2. The key is to deliver the latter without 
compromising the former. This is where 
Emailage comes in. It addresses the pain points 
of both stakeholders with little compromise. 
Making the most of a machine learning and 
human review combination, it offers an agile 
and effective Digital Identity solution that is 
easy to deploy and frictionless.

From the financial and regulatory implications 
to the need for customers to trust and feel 
trusted, merchants cannot continue to simply 
‘write off’ fraud or push customers through 
archaic and friction heavy identity verification. 

Interested in hearing more about how 
Emailage can help you tackle CNP fraud and 
establish an ecosystem of trust? 
Contact us at contact@emailage.com

See how digital identity can be used to achieve 
compliance with PSD2 without creating friction.

WATCH THE WEBINAR

To find out more about what Emailage can do for your business, visit: www.emailage.com.


